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Comment:

This certificate is only valid in combination with the original file and OriginStamp's open procedure. More information on https://verify.originstamp.com.



https://redir.originstamp.com/proof/pdf/tx/1/ccfa6cb8587954a077823f26002bab5c07279bd47d43f387dbb0c0a9c7971270
https://redir.originstamp.com/hash/00420bcb2f66b23bca020507a7bf68887686ff4cff6e6f6da927a2cec05c2e1c
https://verify.originstamp.com/
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Proof

The proofis necessary for the reproducibility of your document.

<?xml version="1.0" encoding="UTF-8"?>

<node type="key" value="3269dd32e4a2c973cd15deb7ad801996db08b6c48fbd7f15c2225chab214c3f7">
<left type="mesh" value="27094d65db506b0bb1abed47d098a4fc7420ec65563770286dfd155f92d58a3e">
<left type="mesh" value="699989d15b93517c9357f389c85bc8d72bfa14d47893261d48a7414bfab9b00c">
<left type="mesh" value="533605b9199d853793686a444c5ff6621cd87646a1078eaab621f40b649d9ale">
<left type="mesh" value="3d23ae5af6b6253adc4d9ab097baaaf9f480e5688d68d72¢c7353a84498f54386">
<left type="mesh" value="5a53b5668d4cbccdbd823c4045294ffe7359531dbbbb043c7f21a59aa757e740">
<left type="mesh" value="eaccd332bbf76aa610b4426d8b171f743d3d32cbe7392f531adcad4f66851afa">
<left type="mesh" value="da2a5298959d0aa915318044af8245c5760a85faa3e74e25b4f06bf51a69d135">
<left type="mesh" value="5eb5a7a43c8b6297d2a0db9e44a78a950f32f4eaf2a6f7f1bfe15f7660a682c2">
<left type="mesh" value="659d320871b516d6ab78173940e019324b5fc4102a2c4c90a765e5eb3b6e952f">
<left type="mesh" value="f456b3699e41c294dd38acd17a8213adad4737f643¢c142673a34d5e44fb3599cc"/>
<right type="mesh" value="4dcad131¢252799777cf572c0ac491b476c58ea438231a2f7d4cefe990b6639d">
<left type="mesh" value="3f6696de3e676d3314823e05edc201a8688e6€9f3c1011d269f3d8ae4c04e3d5">
<left type="mesh" value="9099129b9a02ae2020fcddf3f6070cd3039e4d5455689a8d4a29a94c4c604che">
<left type="mesh" value="b2854ba62bd3b79afbad50783b157cd61a219c0267a207c970bfdb7e2527d22a">
<left type="hash" value="00420bcb2f66b23bca020507a7bf68887686ff4cffoe6f6dad27a2cec05c2elc'/>
<right type="mesh" value="0042d54909609f4a6fd3aa035e73c683d32ce4bbadch59fead2cd7f578e5e415"/>
</left>

<right type="mesh" value="eee066177017df1ec8e7a213b80fdd20600656fb025edf334b9cfa8cc6205947"/>
</left>
<right type="mesh" value="9fec84cd7c9a96241f2e0769eaecefb85e6d19d92a3e8bbbd9b19f394645d1e25"/>
</left>

<right type="mesh" value="205f74d60a2cc970198666d9ca524e9cc24ee22dcff680073bf942f15¢c413a4d"/>
</right>
</left>

<right type="mesh" value="478408cf30daf6ce9514157791bfa42dfaa7eaebbel65bef484978a05820e3f4"/>

:i::;t:type:"mesh" value="8093f6a5ad292b4ac26eaa70f3303f510771ea3d8ead4b78ba299d2828bafe43"/>
Z!g{\t:type:”mesh” value="52f27fd99991a944da4fdc94eb0469738dba90963605ae5e18ebe82c294a54f7"/>
:i:;pt:type:"mesh" value="71efbadebee6942e0978bb2a854e067d187c86a5cfb994fb5a928b166c89a4a6"/>
:ﬂgg:type:”mesh” value="3ed9380f3bd704aba5d0d1d8dc672ef27d70a5e4a9bb14829294a135dcbd5d33"/>
:i::;t:type:"mesh" value="2f42374bca5c39d46ff9965a755b5312f9e5fa73f9bb86df646cfd66ae3243e4"/>
Z!g{\t:type:”mesh” value="b8446a579109e€99e8b0337d0c6154d5b3f55e6¢c384b46796540e1b231b9fe00a"/>
;F:fg}t:type:"mesh" value="389f9a2d2d6879eabce961a7¢c93584187398fb5ce015081edf346e27b9bch35a"/>
</left>

<right type="mesh" value="04c937a53a08ca88371adaf0d2b1ebfb59af292d205835aa9a0f29b4367c2b28"/>
</node>
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Verification

OriginStamp is a timestamp service that uses various blockchains like
the Bitcoin Blockchain to create tamper-proof timestamps for your data.
Instead of backing up your data, OriginStamp embeds a cryptographic
fingerprint in the blockchain. It is de facto impossible to deduce the
content of your data from your fingerprint. Therefore, the dataremains in
your company and is not publicly accessible. Allyou need to do is send
this fingerprint to OriginStamp via the interface. The integration of the
RESTful APl is very simple and convenient and allows all data to be easily
tagged with a tamper-proof timestamp. This document shows the
procedure and gives instructions for verifying a timestamp created with
OriginStamp.

1. Determine the SHA-256 of your
original file

There are numerous programs and libraries to calculate the SHA-256 of
a file, such as MD5FILE. Simply drag and drop or select your file, to
retrieve the SHA-256 of your file.

2. Validate your proof

First, it must be verified that the hash of the original is part of the
evidence. In order to check this, the proof can be opened with a
conventional editor and its content can be searched for the hash. If the
hash cannot be found, either the file was manipulated or the wrong
evidence was selected.

3. Determine the root hash

The Merkle tree is a tree structure, that allows to organize the seed more
efficient than a plain-text seed file. The tree is built from the bottom to
the top and follows a defined schema. The value of a node is
determined by the aggregated hash of its children.

Left child =
a8eb9f308b08397df77443697de4959¢156fd4c68c489995163285
dbd3eedaef

Right child =
ab95adaee8eb02219d556082a7f4fb70d19b8000097848112eb85b
1d2fca8f67

Node = SHA-
256(a8eb9f308b08397df77443697de4959¢156fd4c68c489995163
285dbd3eedaefab95adaee8eb02219d556082a7f4fb70d19b800009
7848112eb85b1d2fca8f67) =
47e47c96302eebab2ed443dd0c89b3411bbddd2c1ffebdfb1f833fal
1e060b85

This step is performed for all levels of the tree until the hash of the root
has been calculated. If the hash of the root is identical as proof, the
calculation was successful and the root hash is verified. The top hash
corresponds to the root hash we embedded in the blockchain through a
transaction. For a more detailed explanation of the Merkle tree, we want
to refer to Wikipedia.

4. Determine the Ethereum
Transaction

Having determined the root hash in the previous step, we store this hash
in aSmart Contract in the Ethereum blockchain.

5. Check the transactions

The respective log events must be searched for each transaction in this
contract. These events are divided into topics. The root hash should be
contained in a topic. Caution: Some services display the hashes with a
Ox prefix. As soon as the transaction has been found, the block time is
the actual tamper-proof timestamp. To simplify the search, we added the
transaction to the certificate.


https://redir.originstamp.com/proof/pdf/md5calculator
https://redir.originstamp.com/proof/pdf/wiki/merkle_tree
https://redir.originstamp.com/proof/pdf/eth/contract/v3

